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Perfect Hash Function (PHF) and Minimal Perfect Hash Function (MPHF)

The PHF data type, for universe D, ¢ > 0

construct(S):
input: S C D of size n = |S|
output: data structure P.
evalp(x):
input: xe€D
output: a number in [m] where m = (1 +¢)n
requirement:  x — evalp(x) is injective on S

— 4 John Mary Lisa Jane
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Perfect Hash Function (PHF) and Minimal Perfect Hash Function (MPHF)

o PHF Gatatype, forurvase 0 ==

@ ¢ small / e = 0: Minimal perfect hash function (MPHF)

® space requirement of P is O(n) bits
® = 1.44n bits is necessary and sufficient fore = 0
® note: storing S might need Q(nlog(|D])) bits.

® ideally: running time of eval is O(1)
® ideally: running time of construct is O(n)

construct(S):
input: S C D of size n = |S|
output: data structure P.
evalp(x):
input: xe€D
output: a number in [m] where m = (1 +¢)n
requirement:  x — evalp(x) is injective on S

— 4 John Mary Lisa Jane
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Perfect Hash Function (PHF) and Minimal Perfect Hash Function (MPHF)

o PHF Gatatype, forurvase 0 ==

construct(S):

input:

output:
evalp(x):

input:

output:

requirement:

@ ¢ small / e = 0: Minimal perfect hash function (MPHF)

dS tg Ez[of flze r';: S| ® space requirement of P is O(n) bits
ata structure . ® = 1.44n bits is necessary and sufficient fore = 0
cD ® note: storing S might need Q(nlog(|D])) bits.
X
® ideally: running time of eval is O(1)

a number in [m] where m = (1 +¢)n

x — evalp(x) is injective on S ® ideally: running time of construct is O(n)

_ John Mary Lisa Jane "
n=4 -% , , | Intuition
e=05 [P ° o ® Pis partition of D that separates S
v ' S:le °l P: ® details about S are lost.
m=6 1 2 3 4 5 6 ° ® note: P is “perfect hash function”
D b but need not be random
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Motivation for (Minimal-) Perfect Hashing

Short IDs

Replace keys with short unique identifies

evalp(“creativeUserName@example.org”) = 10241.
evalp(“ACGGGTCAGTA”) = 563. // k-mers in bioinformatics
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Motivation for (Minimal-) Perfect Hashing ﬂ(l'l'
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n—4 John Mary Lisa Jane
|

Short IDs

Replace keys with short unique identifies e=05 | P
evalp(“creativeUserName@example.org”) = 10241. ' v '
m==6 1 2 3 4 5 6
evalp(“ACGGGTCAGTA”) = 563. // k-mers in bioinformatics age: (2617 [33[171 7 163]
Updatable retrieval: A hash table without keys
® assume we have MPHF P for S /\ Weaker than a normal hash table:
® can store additional data ® Sis static (values updateable)
f(x) € [k] on x € Siin array of ® trying to access f(x) for x ¢ S gives undefined result

length m in position evalp(x).

< aray takes m[log, (k)] bits ® trying to update f(x) for x ¢ S destroys information
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3. Space Lower Bound & Brute Force Construction
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Space Lower Bound & Brute Force Construction A“(IT

Karlsruhe Institute of Technology

Exercise: ~ nlog, e bits are sufficient

Forany S C D of size n we have Pr,([s0)[h is injective on S] = g—'

. I'I .
< success after trying ~ 7 random hash functions

— requires storing seed of log, (’,’,—:) ~ log,(€e") ~ 1.44n bits.

Exercise: =~ nlog, e bits are necessary

@ Show that = ’,’,—: distinct MPHF data structures are needed to handle all possible inputs.

a Conclude that = log, ’,’1—: ~ nlog, e bits are needed for worst-case inputs.

The Perfect Hashing Problem Motivation Space Lower Bound & Brute Force Construction Building Blocks for Perfect Hashing Conclusion
o o oe 000000000000000000 0000

6/27 WS 2025/2026 Stefan Walzer: Perfect Hashing ITI, Algorithm Engineering



Plan for Today A“(IT
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® |ots of ideas and intuition
a few details
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4. Building Blocks for Perfect Hashing
® Tool: Elias-Fano

Remapping to transform PHF to MPHF

Partitioning

Recursive Splitting

Cuckoo Hashing + Retrieval

Bucket Placement

Fingerprinting and Bumping
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4. Building Blocks for Perfect Hashing
® Tool: Elias-Fano
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Elias-Fano from the “Advanced Data Structure” Lecture ﬂ(l'l'
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Theorem: Elias-Fano Encoding

An Elias-Fano data structure encodes a sequence 0 < a; < ... < a, < u with

® access time O(1) //input i € [n], output a; € [u]

@ space n(2 =+ |—|Og2 %]) /' Intuition: mean distance between a; and aj1 is %; hence = log ‘—n’ bits per element

. . T 21 24 25 29 31
Idea (ignoring divisibility issues) 10101 | 11000 | 11001 | 11101 | 11111
® Partition [u] into n buckets of size 7. ; }\ : \ 5
® Unary encode bucket sizes ~~ 2n bits 0099099 01]00j01j01]11
® P P oo X W R
® keep lower log, 7 bits of entries in array ofoJoJoJo[10f11011q
® fast access using select data structure hetps ./ cantons wkSETLa,arwi b/ 18 Eiss- fano_1.5v9
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https://commons.wikimedia.org/wiki/File:Elias-fano_1.svg
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4. Building Blocks for Perfect Hashing

& Remapping to transform PHF to MPHF
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“Repairing” a Non-Minimal PHF to make it Minimal ﬂ(l'l'
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[ldea
Remap keys in the m — n extra slots into the gaps left within the X l \EHF
first n slots.

|1|1|o|1|0 1|o|1|m

TR

Remap
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“Repairing” a Non-Minimal PHF to make it Minimal ﬂ(l'l'

Karlsruhe Institute of Technology

[ldea
Remap keys in the m — n extra slots into the gaps left within the X l \EHF
first n slots.

|1|1|o|1|0 1|o|1|m

Additional data structure l l l

@ let1 <apq <...<ap < nbe such that a used slot

i€{n+1,..., m}is assigned an empty slot a; € [n], El:l:l:l:‘” o o

without collisions.

® Store ap,+1 < ... < ap using Elias-Fano

Remap
— i — N1y =¢n. 1
space = (m — n)(2 + [log, 1) = en- (2 + [log, 1)
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4. Building Blocks for Perfect Hashing

® Partitioning
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From Exponential to Linear Time using Partioning ﬂ(l'l'
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Lemma

Assume an MPHF has Then for A > 0 there exists MPHF with
. . A(e —1)
® construction time O(e*") ® expected construction time O(n&——) /“O(n)’
® space ¢y n bits // optimal if ¢, = log, e ® space con + O(n%) /1 “(c2 + €)n” for any small
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From Exponential to Linear Time using Partioning ﬂ(l'l'
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Lemma

Assume an MPHF has Then for A > 0 there exists MPHF with
® construction time O(e*") ® expected construction time (’)(neA(eA1 =2 o(ny
® space ¢y n bits // optimal if ¢, = log, e ® space con + O(n%) /1 “(c2 + €)n” for any small

Idea: Partitioned MPHF

® Partition input set S C Dinto Sy, ..., Sk using
hash function h ~ U([k]P)
& overall MPHF given by
® MPHFs P; on S; for i € [k]
® prefix sums o; = [Si| + - - - + |Si—1] for i € []
< evalp(x) = evalp, , (x) + o)
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From Exponential to Linear Time using Partioning ﬂ(l'l'
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Lemma

Assume an MPHF has Then for A > 0 there exists MPHF with
L (1 —1)
® construction time O(e*") ® expected construction time O(n< - Y ir+o(ny
® space ¢y n bits // optimal if ¢, = log, e ® space con + O(n%) /1 “(c2 + €)n” for any small
' _n
Idea: Partitioned MPHF HIELLES SIS e =
® Partition input set S C Dinto S, ..., Sk using ® space for storing o+, . . ., ox:
hash function h ~ U([k]?) ® 2(2+ [log \]) with Elias-Fano
& overall MPHF given by ® expected construction time for part 1:
® MPHFs P; on S; for i € [K] ® [Si| ~ Bin(n, 3) = Pois(})
® prefix sums o; = [Si| + - - - + |Si—1] for i € [] u E[e!] ~ Siso e*A/I\T' Lefl =
— evalp(x) = evalp,, (X) + o) 6 Y e 2 Vo h gt _ A1)
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Remark: Perfect Partitioning &(IT

Karlsruhe Institute of Technology

Variant: k-perfect hash function (k-PHF)

@ similar to perfect hash function
® up to k keys mapped to the same value
® minimal: m = [7]

Useful in practice but not yet well understood. Active research @ITI Sanders.
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4. Building Blocks for Perfect Hashing

@ Recursive Splitting
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MPHF via Recursive Splitting

Idea (for n = 2°)

Nodes in binary tree store seeds sy, ..., s,_1 of a hash function
that split incoming keys perfectly in half.

The Perfect Hashing Problem Motivation Space Lower Bound & Brute Force Construction
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keys

v
(5)

HEEDEGnn
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MPHF via Recursive Splitting ﬂ(IT

Karlsruhe Institute of Technology

kiys
Idea (for n = 2°) )
Nodes in binary tree store seeds sy, ..., s,_1 of a hash function
that split incoming keys perfectly in half. e e

Expected construction time O(n®/?) () () (%) (1)

& splitting n keys in half:
® work O(n) for trying a seed
® success probability (,),)2" = ©(1/v/n)
< expected work O(n/?)

HEEDEGnn

@ work for entire tree:
O(m24+2- (82 +4- (202 +...) = O(n*/?).
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MPHF via Recursive Splitting ﬂ(IT
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keys
Idea (for n = 2°) )
Nodes in binary tree store seeds sy, ..., s,_1 of a hash function
that split incoming keys perfectly in half. e e

Expected construction time O(n®/?) () () (%) (1)

& splitting n keys in half:
® work O(n) for trying a seed
® success probability (,),)2" = ©(1/v/n)
< expected work O(n/?)

HEEDEGnn

Issues (not addressed here)
- .
® work for entire tree: e e (o517
(’)(n3/2 +2. (g)3/2 +4. (g)3/2 +...)= (’)(n3/2) ® how to encode seeds compactly?
. 7 . .
® what if nis not a power of 27
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4. Building Blocks for Perfect Hashing

@ Cuckoo Hashing + Retrieval
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PHF via Cuckoo Hashing + Retrieval ﬂ IT
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Cuckoo Hashing (abstract reminder)

Let S C Dof size n = |S| and h, ..., hx ~ U([m]°) where
— < ci for some threshold c;.

With high probability there exists o(x) € [k] foreach x € S
such that x — h,(,)(x) is injective on S.

(picture assumes hy(x) < ha(x) < h3(x))
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PHF via Cuckoo Hashing + Retrieval ﬂ(IT
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Cuckoo Hashing (abstract reminder)

Let S C Dof size n = |S| and h, ..., hx ~ U([m]°) where
- < ¢y for some threshold c; .

With high probability there exists o(x) € [k] foreach x € S
such that x — h,(,)(x) is injective on S.

(picture assumes hy(x) < ha(x) < h3(x))

Perfect Hash Function from Retrieval

® Store o : S — [k] as retrieval data structure R
® (non-minimal) PHF P = (R, hy, ..., hx) with

evalp(x) ‘= Nevalg(x) (X)

The Perfect Hashing Problem Motivation Space Lower Bound & Brute Force Construction Building Blocks for Perfect Hashing Conclusion
o o 00

0000000000000 0000 0000

19/27 WS 2025/2026 Stefan Walzer: Perfect Hashing ITI, Algorithm Engineering



PHF via Cuckoo Hashing + Retrieval ﬂ(IT
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Cuckoo Hashing (abstract reminder)

Let S C Dof size n = |S| and h, ..., hx ~ U([m]°) where
- < ¢y for some threshold c; .

With high probability there exists o(x) € [k] foreach x € S
such that x — h,(,)(x) is injective on S.

(picture assumes hy(x) < ha(x) < h3(x))

Example with k = 3
Perfect Hash Function from Retrieval ® use I < ¢ ~ 0.81 v e~ 0.23

® Store o : S — [k] as retrieval data structure R — placement found using peeling
® (non-minimal) PHF P = (R, hy, ..., hx) with ® space needed for P is the space for R:
~ 1.23n[log, (k)| = 2.26n bits
evalp(x) := Hevay(x)(X)- with peeling-based retrieval from last time

® can use the same hashes and peeling twice!
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Small Heavily Overloaded Cuckoo Table (ShockHash) A“(IT
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Cuckoo Hashing + Retrieval with k =2 and n=m
@ only ~ n bits in space optimal retrieval data structure

® success probability ~ (2/€)" // not obvious
— need seed of expected size ~ log((e/2)")

® total space ~ nlog,(e/2) + n = nlog,(e) = OPT.

Hashed keys Filter Oriented Pseudoforest ShockHash Data Structure
1 Retrieval
z hso(x) hsi(x) Lis:
: . 11111 v a_ 2 John —% 0
John 3 4 Lisa 1 ~ n bits
. o Dave —# 0 i
Lisa 2 1 s % Mary — 0
Dave 2 3 Anna — 1
Mary 5 3 Filter not passed or 3
cannot be oriented? ~ nlog, e—
. r = gy =T
Anna 2 4 Retry with seed s+1 Seed s bits 2
4
illustration by Hans-Peter Lenmann. “Filter” checks if all n positions are hit at least once to more quickly reject seeds
The Perfect Hashing Problem Motivation Space Lower Bound & Brute Force Construction Building Blocks for Perfect Hashing Conclusion
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Small Heavily Overloaded Cuckoo Table (ShockHash) A“(IT
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Cuckoo Hashing + Retrieval with k =2 and n=m

® only =~ n bits in space optimal retrieval data structure ® n(e/2)" = O(1.367)

® success probability ~ (2/€)" // not obvious . N
— need seed of expected size ~ log((e/2)") " can be improved to O(1.177)
recall: naive brute force is O(e") = O(2.72")

® total space ~ nlog,(e/2) + n = nlog,(e) = OPT.

Hashed keys Filter Oriented Pseudoforest ShockHash Data Structure
1 Retrieval
z hso(x) hsi(w) Lis:
: . 11111 v a_ 2 John —% 0
John 3 4 Lisa 1 ~ n bits
. o Dave —# 0 i
Lisa 2 1 s % Mary — 0
Dave 2 3 Anna — 1
Mary 5 3 Filter not passed or 3
cannot be oriented? ~ nlog, e—
P . ~ g =T
Anna 2 4 Retry with seed s+1 Seed s bits 2
4
illustration by Hans-Peter Lenmann. “Filter” checks if all n positions are hit at least once to more quickly reject seeds
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4. Building Blocks for Perfect Hashing

® Bucket Placement
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(M)PHF via Bucket Placement

John Mary Lisa Jane Joan Jake Phil

h ~ U([K]P)
Mary John Jake
Lisa oan k = 3 buckets
Jan
51 52

-------------------------------- g1, 8, ... ~U([m]P)
1 2 3 45 6 7 8 910=m

Perfect Hash Function P = (k, h, (9i)ien, (S1, - - -, Sk))

- evaIP(X) = gsh(x)(x)
® s;,..., S are found one by one using trial and error
® huge design space
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(M)PHF via Bucket Placement

John Mary Lisa Jane Joan Jake Phil

h ~ U([K]P)
Mary John Jake
Lisa oan k = 3 buckets
Jan
51 52

-------------------------------- g1, 8, ... ~U([m]P)
1 2 3 45 6 7 8 910=m

Perfect Hash Function P = (k, h, (9i)ien, (S1, - - -, Sk))

- evaIP(X) = gsh(x)(x)
® s;,..., S are found one by one using trial and error
® huge design space

The Perfect Hashing Problem Motivation Space Lower Bound & Brute Force Construction
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Placing buckets in order of decreasing
size reduces construction time.
/l'in the example: choose s first.
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(M)PHF via Bucket Placement

Placing buckets in order of decreasing
size reduces construction time.
------- \ / -~ h ~U([K]P) //'in the example: choose s first.

John Mary Lisa Jane Joan Jake Phil

Mary John Jake
Lisa Joan k = 3 buckets Observation 2
Jan
S1 2

Deliberately non-uniform partitioning
------ O - g1.&, ... ~U([m]P)  reduces construction time.

1 2 3 45 6 7 8 910=m

'S

—e— Uniform (CHD [3])
—=— Skewed (PTHash [28])
—e— Optimized (PHOBIC)

w

Perfect Hash Function P = (k, h, (9i)ien, (S1, - - -, Sk))

. evaIP(X) o= gsh(x)(x)

® s;,..., S are found one by one using trial and error
. ok L L

® huge design space 0 02 04 06 08

Normalized Bucket
Expected bucket size functions from “PHOBIC: Perfect Hashing with Optimized Bucket Sizes and Interleaved Coding”, Hermann et al.

Relative Expected Size
ne
T

T —

1
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4. Building Blocks for Perfect Hashing

@ Fingerprinting and Bumping
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PHF via Fingerprinting and Bumping ﬂ(IT
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lllustration taken from Hans-Peter Lehmann'’s dissertation

|A1mu| IMm‘yl | Dave | | Lisa I | John | | Tom | n

[oJo]o]1 1 oJo]o] SORRY YOU HAVE BEEN BUMPED FROM THIS
DATA STRUCTURE. A FALLBACK |S PROVIDED
FOR YOU ONE CACHE MISS FROM NOW.

|Amm| | Dave | | Lisa | | Tom |71’

~ S At
[[efols ]

P(x) | 1 2 | 3 4 5 6

x | Mary John | Anna Lisa Dave Tom

® use fingerprint function f : D — [yn]

® bitvector B[1..yn] indicates unique fingerprints

& keys with colliding fingerprints are bumped to next layer
® rank data structure maps fingerprint to its rank in layer
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PHF via Fingerprinting and Bumping A“(IT
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lllustration taken from Hans-Peter Lehmann'’s dissertation Lem ma

|A1ma| IMaryl | D;\vel | Lisa I | John | | Tom | n n The expected Space requirement Of th|S
. 1/’Y .
approach is ye'/? + o(1) bits per key.
[ofefo[t s ]ofofo] SRR TR AT, & oy o . :
FOR, YOU OUE CACHE MES FRON NoW, i Space is minimised for v = 1 with ~ e bits
IAnnal | Dave | | Lisa I | Tom |71’ per key
[T[ol: ]
P(x) | 1 2 | 3 4 5 6
x | Mary John | Anna Lisa Dave Tom

® use fingerprint function f : D — [yn]

® bitvector B[1..yn] indicates unique fingerprints

& keys with colliding fingerprints are bumped to next layer

® rank data structure maps fingerprint to its rank in layer
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PHF via Fingerprinting and Bumping

lllustration taken from Hans-Peter Lehmann'’s dissertation

|A1ma| IMaryl | Dave | | Lisa I | John | | Tom | n

SORRY YOU HAVE BEEN BUMPED FROM THIS
DATA STRUCTURE. A FALLBACK IS PROVIDED
FOR YOU ONE CACHE MISS FROM NOW.

[ofofo]::]ofo]o]

IAnnal |Da\'(‘| | Lisa I | Tom |n’ \ %
S S MR
[LiTo ]
P 1 2| 3 4 5 &6
X ‘Mary John ‘ Anna Lisa Dave Tom

® use fingerprint function f : D — [yn]

® bitvector B[1..yn] indicates unique fingerprints

& keys with colliding fingerprints are bumped to next layer
® rank data structure maps fingerprint to its rank in layer

The Perfect Hashing Problem Motivation
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24/27 WS 2025/2026 Stefan Walzer: Perfect Hashing

Space Lower Bound & Brute Force Construction
00

KIT

Karlsruhe Institute of Technology

Lemma

B The expected space requirement of this
approach is ve'/” + o(1) bits per key.

i Space is minimised for v = 1 with =~ e bits
per key.

Proof sketch of (i).

A key has a unique fingerprint in the first layer
with probability

Pr [X =0]~

Pr [x =0l =e /.
X~Bin(n—1

”yn X~Pois(1/7)
In expectation n - e~/ keys handled with n bits
~+ ~ve'/7 bits per key.

Conclusion
0000

Building Blocks for Perfect Hashing
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5. Conclusion
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Bucket Placement Fingerprinting Multiple Choice Recursive Splitting
’ - - —p— FCH [70] BBHash [120] —<— BPZ [27] —&— RecSplit [65]
Wh at S Best in Prac“ce? —« CHD[12]  —=—FMPH[16]  —o— SicHash [113] —+— SIMDRecSplit [21]
—e— PTHash [145] —¢— FMPHGO [16] ShockHash-RS [115] —®— CONSENSUS-RecSplit [110]
- PHOBIC [95] & FiPS [112] - Bip. ShockH-Flat [114]
—e— PHast [17] Bip. ShockH-RS [114]
—&— PHast* [17] —~— MorphisHash-Flat [94]
PtrHash [88] —#— MorphisHash-RS [94]
Construction
® See “Modern Minimal Perfect Hashing: A 0 1]
= S
Survey” by Hans-Peter Lehmann et al. g £ |
Z 10° A <
. 2 =1
® Active research @ITI Sanders. £ £
2 10° ERR
:

Oversimplified takeaways

® |east space: recursive splitting

bottom: dominance maps)

q 108 -
® fastest queries: bucket placement 2 70
F4 g
. . - i g
® fastest construction: fingerprinting e S |
= 107 =2
5 P
£ 2
) N
ED %o 10
106 T T ﬁ 0 T T T
0.01 0.1 1 2 3 4 5
Space overhead (Bits/Key, logarithmic) Space consumption (Bits/Key, linear)
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Summary ﬂ(IT

Karlsruhe Institute of Technology

Perfect Hash Function (PHF) for S C D

® maps D to range [m] ® map long keys to short unique IDs

® “perfect” on S, i.e. no collisions on S ® updatable retrieval // “hash table without keys”
® minimal perfect (MPHF) if m = n := ||

® nlog, e bits necessary and sufficient for MPHF Techniques

n—4 John Mary Lisa Jane @ Partitioning
| | | |

=t | X
v

R
m=6 1 2 3 4 5 6

Recursive Splitting
Fingerprinting & Bumping

a
a
® Bucket Placement
@ Cuckoo + Retrieval
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Appendix: Possible Exam Questions | A\‘(IT

Karlsruhe Institute of Technology

@ What is a (minimum) perfect hash function?

@ What makes for a good (M)PHF?
® |n what sense does a PHF realise a “hash table without keys”?
@ How much space does an MPHF require at least?

® How can ~ nlog, e bits achieved?

a What is the idea for the proof that ~ nlog, e bits are necessary?
& Techniques for constructing (M)PHFs:

@ Why can MPHF constructions with exponential running time still be useful?
® What is the idea of recursive splitting? What running time was achieved?
® How did we use cuckoo hashing and retrieval to construct a PHF?

a Offer a concrete construction. What € and what space requirement do you get?
How does bucket placement work?

a What refinement regarding partitioning into buckets did we hint at?
How does fingerprinting with bumping work?

& What is the bumping probability?

® What is the space requirement?
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